TS0166 How to upgrade and downgrade 1.x and 2.x firmware

APPLIES TO: EntryUpgrade 1.1.3 version and above

You can downgrade devices with 2.x firmware to 1.x firmware work with BioStar 1 and you can upgrade
devices with 1.x firmware to 2.x firmware to work with BioStar 2. The devices that are compatible to be used
in both BioStars are shown in the link below:

https://www.supremainc.com/en/AccessControl-TimeandAttendance/Biometric-Devices/Devices-Comparison

BioStar 1.x Yes - Yes

BioStar 2 - Yes - Yes

You can download the most recent entry upgrade tool (v1.1.3) from the link below. Let us know if the link
does not work for you.

http://webhard.suprema.co.kr//ExFd/12643/8900.msi

In order to enable the EntryUpgrade tool, you will need a file called fw.ini provided by Suprema TS team. If
you don’t have this file yet, please contact us first to request one.

When requesting the ini file, please include the information (1) the purpose of upgrade/downgrade, (2) how
many devices to upgrade/downgrade.

Please read the cautions first before proceeding with the upgrade/downgrade. Failing to follow instructions
may lead to device malfunction.

2016 Suprema, Inc. All right reserved.
This document should be used only for guidance and does not guarantee resolve the issue. Contact

us for further information at support@supremainc.com


https://www.supremainc.com/en/AccessControl-TimeandAttendance/Biometric-Devices/Devices-Comparison
http://webhard.suprema.co.kr/ExFd/12643/8900.msi

Cautions

- Please remove the devices from Biostar before attempting to upgrade/downgrade the device.

- You will have to use an Ethernet connection to upgrade/downgrade the device.

- Note that devices with 2.x firmware will only be visible when searched in BioStar 2 and devices with
1.x firmware will not be visible when searched in BioStar 2

o BioStar 1.91 (to be released in Q3 of 2016) will be able to search BioStar 2 devices with 2.x
firmware (A2, BS2) but if it is a device that was originally designed to be compatible with
BioStar 1, the device will have to be a 1.x firmware to be visible on the search device list. In
example, BiolLite Net with 2.x firmware will not be searched in BioStar 1. It would have to be
in 1.x firmware to be used.

[Upgrade Warning]

If you are upgrading a device with a fingerprint scanner from 1.x to 2.x firmware you will have to check if it
has the OC-4 sensor.

In order to see if your device has ‘OC-2’ or ‘OC-4’ sensor, refer to the image below.

OC-2 Sensor OC-4 Sensor

The difference is the number of the white spot, which glows in red when you put the power on. If it has
two spots it’ll be the OC-2 sensor. The one with three of them is the OC-4 sensor.

If you attempt to upgrade a device with OC-2 sensor it will fail and may cause device malfunction. In such
case you will have to proceed the device with RMA.
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[Downgrade Warning]

Please upgrade the device to the latest firmware before downgrading the device. Some devices may fail to
downgrade mid-process if you do not upgrade to the latest firmware. In such case you will have to proceed
the device with RMA.

Every BioStar installation has the latest firmware that comes with the installation. If you have BioStar version
that is below 2.2.1 please download the most recent firmware from our download center.

https://www.supremainc.com/en/resource-category/downloads

If you have BioStar 2.2.1 or above, you can upgrade the device firmware by following the procedure below
1. Click on the DEVICE menu.
2. Select the device you want to upgrade.
3. Click Firmware Upgrade

4. Click on the latest firmware version.

Firmware Upgrade

BioStation 2 546834329 (192.168.16.191)

BioStation 2 (BS2-OMPW)

BioStation 2 (BS2-OMPW)

siostation 2 @sz-oue) [ R,
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https://www.supremainc.com/en/resource-category/downloads

Upgrading/Downgrading the firmware

1. Install EntryUpgrade

2. Remove and disconnect the device from BioStar

3. Place the fw.ini file provided in the EntryUpgrade install folder (C:\Program Files (x86)\EntryUpgrade)

HE—)

@O-' . v Computer » Local Disk (C:) » Program Files (x86) » EntryUpgrade » I = |‘?| ‘ Search EntryUpgrade R |
Organize Include in library * Share with Burn New folder ==~ il @
S Favorites MName ’ Date medified Type Size
Bl Desktop . Lx_Boot 2015-10-21 25 1:...  File folder
4 Downloads L1k FW 2015-10-21 25 1. File folder
] Recent Places . Lx_tempFW 2015-10-21 2= 1:...  File folder
#& OneDrive . 2x_BLMN_RES 2015-10-21 2F 1:... File folder
. Yuna's Files and Documents . 2.x_Boot 2015-10-21 25 1:... File folder
. Projects . 2x W 2015-10-21 2% 1:..  File folder
| - Libraries . 2x_tempFW 2015-10-21 2% 1:... File folder
. Leg 2015-10-21 2% 1. File folder
= Libraries _| == EntyUpgrade.exe 2015-09-09 @7 1...  Application 815 KB
: % Documents 1 || EntryUpgrade.exe.intermediate.manifest 2015-09-08 2% 1. MANIFEST File 1KB
l o Music == Enteelloaradeico 2014-12-02 2% 1., Icon 362 KB
|5 Pictures 2015-10-21 2= 1:... Configuration sett... 1KB
B Videos %) LIBEAY32.dII 2006-09-28 2= 3. Application extens... 1,048 KB
|%| SSLEAY32.dIl 2006-09-28 2= 3 Application extens... 196 KB
18 Computer %] WININET.dIl 2015-06-20 27 2. Application extens... 1,906 KB
&, Local Disk ()
! a MNew Volume (Ez)
i m FileVirtualize (H:)
5@ users (\\192.168.1.6) (W:) —
I 59 share (\\192,168.1.5) (X
: 5# share (\\192.168.1.9) (¥:)
5® share (\\192.168.1.8) (Z:) -
‘ 15 items

4. Open the EntryUpgrade tool. Now it is enabled. Firstly, please select whether you want to upgrade
(V1.x ->V2.x) or to downgrade(V2.x -> V1.x) and press Search button. Then it will start searching

devices.
-
== EntrylUpgrade V1.0.12 l - - =
{1 ; 2
ersion Select Action
© Vix-»V2x @ V2x->Vix Search | g | ‘
rDevice List rLog
| -
I
4
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5. When searching is done, select a device you wish to upgrade/downgrade from the Device List and
press F/W Upgrade button. Then the upgrade/downgrade process will start. This may take a while to
complete.

e |tisrecommended to upgrade one device at a time.

-
= EntryUpgrade_V1.0.12 =] LX)

2
WVersion Select Action L
" Wi ->V2.x ™ V2.x ->V1x | Search | I F/W Upgrade |
Device List 1 Log
[SEARCH] Version 2.x Device Search Start -

[539551683] 192.168. 16,122 BEP

9305 92,168, 16, L35 BEP
[538102573] 192.168.16.200 BLN
[538102099] 192, 168, 16,204 BLN
[538101263] 192.168.16.237 BLN

FEARCH] Version 2.x Device Search End(5)

6. You will see the log of the upgrading process on the ‘Log’ screen. Wait for an alert message that
shows the total devices you have attempted to upgrade and the number that has failed. It does not
display the number of successions. Check the ‘Fail’ number. It has to be zero and also check the log
and compare if it has appeared same as the screenshot below.

== EntryUpgrade_V1.0.12 = b
Version Select Action
Wi -2 V2 & Y2 -2 Vlx Search | |
Device List Log
[SEARCH] Version 2.x Device Search Start -

[SEARCH] Version 2.x Device Search End(5)

[UPGRADE] Select Upgrade Device ID[539551683], IP[192. 168, 16.122]
[UPGRADE] Connecting Success To 192, 168.16.122

[UPGRADE] Ver2.x SysInfo Read

[UPGRADE] Read SysInfo [ID : 539551633, [ProductMame : BEPM-OC]
[UPGRADE] Ver2.x Current F/W Version Read

| | | [UPGRADE] Ver2.x Delete DB Start(Wait..)

EntryUpgrade &J ade Start

ade End

jde Start

e End
F/W Upgrade End[Total :1 / Fail : 0] FlSeareh Count :

ccess [ID : 539551683, [IP : 192.168. 16. 13

4 N +

Suprema Application Note TS0166



7. Please try adding the device in BioStarl.x or BioStar2 to check whether the upgrade/downgrade has
been successfully applied. Alternatively, try rebooting the device. If it boots with yellow LED, it means
the device has 1.x-supporting firmware. If red, it’s 2-x supporting firmware.

If the process fails, please take a screenshot of the fail message and send it to us. In some cases we might be
able to restore the device through a remote session. Else the device will have to be proceeded with RMA.
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